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What are “data”? 
examples from your projects…
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Is research data management  
REALLY that important??? 
(or, why is this an RCR topic…)
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• Data Ownership: 

• who has the rights — and responsibility — to control/manage/destroy the data 


• Data Description: 

• documentation of what the data are, where they came from, how they were 

collected, how to use them


• Data Integrity: 

• quality control; accuracy and consistency of data over its entire life-cycle


• Data Security: 

• protection against unauthorized access or untimely destruction/disaster

Topics I will cover today…
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Data Ownership (1)

• Ownership is complicated... because research is complicated


• There are a lot of different kinds of contributions and roles involved in a research 
project... and most of them imply some kind of ownership:


• Creator – The party that creates or generate data


• Consumer – The party that uses the data


• Enterprise (University) – All data that enters the enterprise or is created within the 
enterprise is completely owned by the enterprise


• Funder – the user that commissions the data creation claims ownership


• “Packager” – the party that collects information for a particular use and adds value 
through formatting the information for a particular market or set of consumers


• Subject – the subject of the data claims ownership of that data, mostly in reaction to 
another party claiming ownership of the same data
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Data Ownership (2)

• Ownership means BOTH possession of and responsibility for data


• When you work on a project this means you have a "stake" in the data produced; 
but you are also responsible for that data as well.


• Who owns “my” data, at MSU?


• MSU does!


• “Except where precluded by the specific terms of sponsorship or other 
agreements, tangible research property, including scientific data and other 
records of research conducted under the auspices of Michigan State University, 
belongs to Michigan State University. The PI should be responsible for 
maintenance and retention of research data.” 


• https://rio.msu.edu/research-data 
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Data Ownership (3)

• The PI is the "custodian", and is responsible for...


• data management


• setting conditions for access


• maintaining records (in the unit where they were produced)


• also, for things that go wrong -- and for providing access in case of audit/
investigation


• Researchers involved in group investigations have rights to access to data gathered 
by all members of the group, while they are part of the group.


• This means that ALL project work must be available to ALL members of the team


• When you leave MSU... you can take copies with you (depending on confidentiality/
IRB, etc.) but the originals MUST stay here


• Exception: your own research for your thesis/degree
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Data Description (1)
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• Not just WHAT, but also WHEN, WHY and HOW. You might think you'll remember 
everything you need to, but I promise you, YOU WILL NOT!


• Project documentation:


• At minimum, have a readme.txt file -- for each major activity!


• Name of project, people, roles & contact information


• Executive summary or abstract for basic context


• Inventory of servers, directories, data, lab equipment, and other resources


• Relationships between files


• Examples of project documentation from your projects?



Data Description (2)
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• Not just WHAT, but also WHEN, WHY and HOW. You might think you'll remember 
everything you need to, but I promise you, YOU WILL NOT!


• Process documentation:


• Protocols, procedures, software or code settings, code comments


• Workflow descriptions (text) or diagrams (image)


• Include example scripts, inputs, outputs if applicable -- AND the reasons behind 
your choices


• Aim for reproducibility of all stages of the data cleaning, processing, and analysis


• A great start for process documentation is a lab notebook


• Examples of process documentation from your projects?



Data Integrity (1)
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• Your conclusions are only as good as your data, and your data are only as good as 
your process. Types of errors in data collection:


• deliberate falsifications

• systematic errors

• random errors


• BEFORE, DURING and AFTER you collect / produce data…


• Focus on preventing problems; also detecting and monitoring issues


• It is important to decide who is responsible for conducting what parts of the 
process


• Data integrity is everyone’s responsibility!



Data Integrity (2)
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• What procedures will be necessary to ensure nothing has gone wrong?

• Depends on the type of research you’re doing!


• piloting procedures

• software testing

• code and/or data reviews

• debrief/postmortem

• others?


• How to document changes to the plan? (AND deviations from the plan?)

• Requires communication! 

• And critical thinking, and attention to detail!

• And, knowing who to go to if you think there's a problem.



Data Security (1)
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• Part of data management is trying to anticipate and plan for consequences of 
different kinds of "disasters" (aka threats)


• There are different kinds of threats… Examples?


• common malfunctions, like a computer “crash” or hard drive failure


• accidents, like broken water pipes


• weather events or natural disasters (floods, tornadoes, earthquakes…)


• malicious acts like data breaches, arson, vandalism



Data Security (2)
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• Prevention / mitigation / recovery: Everyone can help with this


• Keep good records about equipment


• Access control: both for digital stuff and for space (know who and what are in your 
lab and in your files)


• Software updates and virus protection


• Backups!!! Good practices for creating a backup strategy:


• Make 3 copies 

• E.g. original + external/local + external/remote

• E.g. original + 2 formats on 2 drives in 2 locations

• Geographically distribute and secure

• Local vs. remote, depending on needed recovery time 

• Know what resources are available to you: personal computer, external hard 

drives, departmental, or university servers may be used



SCENARIOS
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Scenario 1

Last year, you were paid as a research assistant on a project led by a faculty member 
who is not part of your home department. As part of the project team, you helped to 
design, test, and pilot a survey. However, you decided to become a TA at the 
beginning of the current academic year in order to gain some teaching experience for 
your CV. This meant that you left the project before the actual data collection took 
place, so you weren’t involved in the analysis, interpretation, and paper-writing parts 
of the project.


A couple of weeks ago, in a conversation with your advisor (not the same person as 
the faculty member you worked for last year), you realized that the data from the 
survey you worked on might be related to the research questions you’re now working 
on with this other person. However, you no longer have access to the survey data. So, 
you are considering asking another student who is still working on the project and still 
has access to send you a copy of the survey data. Should you do this or not?
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Scenario 2

You’re in the final stretch of your PhD program. Your research is in the area of personal 
informatics, and part of your dissertation you are analyzing user profile characteristics 
and usage data from a large-scale study of a women's health tracking app. You’re 
interested in connecting things like fertility tracking and social sharing features in the 
app with individual-level characteristics like relationship status, to better understand 
circumstances that may correlate with the willingness to self-track sensitive personal 
information.


In a few weeks, you should be finished with your analysis, and then you’ll just have a 
couple more chapters to write before you’re finished with your dissertation! One day, 
you decide to stop at a party store on the way home from the lab for a 6-pack of Ski 
Patrol, and you leave your bag on the back seat in your car. You’re only inside for a 
minute, but when you get back to your car, you notice that you must have left your car 
doors unlocked. Your bag is open and your laptop, with all of your data on it, has been 
stolen. What do you do next?
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Scenario 3

You’re working on a project using social network analysis methods to look for patterns 
in where PhD students graduate from and where they get jobs after graduation, in 
your specific field. In order to do this, you need to collect some publicly available 
information from the internet: names of faculty hires and phd graduates from the 
university departments in your research field. You’re also interested in understanding 
whether the area of focus of each student’s dissertation, and their productivity as a 
student, are related to their job placement. Finally, you’re also interested in comparing 
and contrasting topic and productivity between those who went into academia, 
industry, or some other form of post-graduate employment situation. 


To do this you’ll need to download department web pages listing hires and graduates, 
LinkedIn, Facebook and Twitter profiles containing education and employment 
information, ProQuest dissertation abstracts containing information about dissertation 
topics, and CVs. And, once the raw files are collected, the relevant data must be 
captured out of each file. Most of this is extremely difficult to automate, so your plan is 
to hire several undergraduate research assistants to do this work manually. What kinds 
of things would you need to do to make sure their work is correct and reproducible?
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Scenario 4

Your research is on a topic that is controversial right now in the mainstream of public 
discourse in the United States. About a week after giving a public talk about this 
research at a large conference in your field, you receive an email that your department 
chair has been contacted by someone wishing to remain anonymous, who has 
accused you of research misconduct. The gist of the accusation is that you published 
results in a paper, written with a former student 5 years ago, that were based on 
falsified data. Your university’s procedures require that all reports of research 
misconduct be given due diligence. However, you realize that because this particular 
paper was based on the student’s dissertation work, you were not involved in every 
stage of the project on a daily basis, and you don’t personally know all of the relevant 
details important for making a case that research misconduct did not occur. You are 
hoping the former student still has the information that is needed by the investigation. 
What kinds of information would be helpful in clearing your name?
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